


Confidentiality Policy

Rationale 

The aim of this childcare setting is to promote an environment of respect with reference to confidential information relating to the children, families or group users and the group’s business. 

"Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data."

This principle places the nursery under a legal obligation to keep the personal information that it collects, uses or stores securely.


As a registered nursery we are required to keep written records on your child, these are as follow:- 
· Daily record of the names of the children looked after on the premises, their hours of attendance and the child’s key worker 
· Information on each child including their full name; date of birth; name and address of every parent and carer who is known to us; which of these parents the child normally lives with; who has legal contact with the child and who has parental responsibility; emergency contact details of the parents and carers; special dietary requirements, preferences or food allergies; special health requirements 
· Information about individual children in receipt of the Early Years Entitlement funding including their full name; date of birth; address; gender; ethnicity (can be collected on a voluntary basis); special educational needs status; number of funded hours taken up in census week and total number of hours (funded and unfunded) taken up during the census week 
· Any incidents or accidents that occur to a child whilst in our care 
· Any medicines or treatment given to a child whilst in our care 
· Any pre-existing injuries and the explanation given to us by the parent/s for the injury to any child in our care 
· Parental permission for seeking emergency treatment; photos; outings (including going in the car & public transport); sharing information with other providers 

We also keep written records of each young child’s development through observations, photos, work products, planning and assessment. In addition, we must keep a record of any written complaints made against any member of staff (please refer to the Complaints Policy and Procedure).
 
All information shared with staff members will be kept confidentially and will not be disclosed without parental consent unless it is required by law to do so e.g. if there appears to be a safeguarding issue or Ofsted require to see our records. However, we are required to share information with other providers so we are better able to provide for and meet children’s needs more fully, aid the settling-in process and coordinate planning and record keeping for individual children. Therefore we would like to share information about your child with the following where applicable:- 

· Pre-school; day nursery 
· Registered Childminders 
· Schools

We will ask you to sign a parental permission form that will state which provider we wish to share information with; what we wish to share; how it will be shared and how it will be stored. 

We are aware of our responsibilities under the General Data Protection Act 2018 which is the UK’s implementation of the General Data Protection Regulations. We are also aware of our responsibilities with regard to the Freedom of Information Act 2000. 
We are registered with the Information Commissioners Office for Data Protection as we store information on children digitally using the following:- 
· Digital camera 
· Computer
· Ipads

The information will be securely stored (e.g. in password-protected files) to prevent viewing of the information by others with access to the computer. All hard copies of files containing sensitive information are kept within a locked filing cabinet within the nursery office. We expect any information shared with parents regarding ourselves or families to remain confidential. 

This policy links to our Safeguarding Children Policy and Procedure.



Email / computer Use

· A password protected screensaver will be used on the setting computer.
· All computer screens showing confidential information will be kept secure from any unauthorised people.
· All passwords are maintained securely, not shared with others and changed regularly 
· Any personal information held electronically is securely disposed of when necessary.


Procedure for manual information, post, informal messages and notes

· All confidential papers must be maintained securely, stored in a secure filing cabinet when not in use.
· When posting information ensure the correct address/mailing details are used.  Always seal envelopes containing confidential information 
· Manual personal information that you are keeping must be maintained in good order and protected from damage or loss - remember that people can ask to see their information and it should be tidy, legible and in some sort of logical structure when it is released to them 
· Destroy all day-to-day, working information which is no longer required, e.g. post-it notes, telephone messages, etc 


Procedure for Telephone and Verbal communication

· Check whether confidential conversations can be heard and take steps to ensure that they are not 
· When discussing confidential personal information using the telephone, be confident that the person on the other end should be receiving the information, i.e. check their identity, ask for a unique identifier if necessary 
· Avoid sharing confidential information in public places, e.g. reception counters 
· Ensure that personal information is not left on a telephone answering machine service




General Procedures

· Make sure the premises are secured - don't let visitors wander around unattended 
· Ensure all staff understand the basics of the General Data Protection Regulations and the common law duty of confidentiality during their induction procedures. 
· Avoid lists / notices containing personal information on notice boards etc. where they can be easily seen by anyone
· During working hours you may be party to confidential information concerning the children, families or staff. Any information which is received must remain confidential.
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